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Protecting yourself when you go online is a necessity. With a world of information accessible at your
fingertips, it is easy to get caught up in the ease of accessibility and on-demand information available.
However, you don't want your personal details to be easily accessible for everyone else. Our ‘stay safe
online’ blog series will share tips that you can utilise going forward to protect yourself when

interacting with the online world.

Today's blog will cover:

Why is it important to stay safe when banking or buying online?

For many, the convenience of online banking or online shopping can mean that the security concerns

are overlooked. If you wouldn't give your bank or card details to a stranger on the street then it's
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unlikely you'd want to share them with the world wide web. Without being internet savvy, you could

be sharing those important details with people who will take advantage of them.

What is online banking?

Banking online means accessing your bank account and carrying out financial transactions through
the internet on your smartphone, tablet, or computer. This could be as simple as checking your

balance, or more complex tasks like setting up direct debits or bank transactions.

It's quick, usually free and allows you to do tasks, such as paying bills and transferring money,
without having to visit or call your bank. Many banks also have free apps which let you use these

services from your smartphone or tablet.

Many people also pay bills or purchase goods and services through the internet. It is important to be

vigilant when doing so to ensure that no one else can get access to your information.

How can | keep my online account safe?

All banks take a lot of precautions to ensure all online accounts are safe. They do this by using
encrypted websites and several authentication processes - including making you use a password to

access your account. Here's what you can do to keep your account safe:

e Check your bank statements often, if you notice any suspicious or unusual activity report it to
your bank straight away

Don't share your banking information with anyone via email or over phone unless you are

certain they are from your bank

Do not use online banking or make any online purchases over public wi-fi as these connections

are not as secure as using your own 3G/4G/5G connection or your own personal wi-fi at home

Ensure your computer stays updated especially your operating systems, the browser you use to

connect to the internet, and your anti-virus software

When online banking you can use a credit card or a third party payment app such as Paypal

that offers protection against scams and fraud
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If you notice anything strange on your account, or you accidentally make a payment to the wrong

What do | do if something seems wrong?

account, get in touch with your bank as soon as possible. They may be able to freeze any outgoing

payments and advise you on next steps.

If you get any communication from TAB that seems strange or out of place please contact us

immediately to make sure before entering any personal information.
Stay tuned to read more about staying safe online in this blog series.

This online blog series is an introduction to online safety and designed to raise awareness of the
challenges of interacting online. This article is for information only and does not constitute advice or
a personal recommendation. When it comes to online activity it is important to be cautious and seek

appropriate professional advice.
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Capital is at risk. Property values can go down as well as up. Borrowers may default and
investments may not perform as expected. Interest and income are not guaranteed. Returns
may vary. You should not invest more than you can afford to lose. TAB is not authorised by
the Financial Conduct Authority. Investments are not regulated and you will have no access to
the Financial Services Compensation Scheme (FSCS) or the Financial Ombudsman Service
(FOS). Past performance and forecasts are not reliable indicators of future results and should
not be relied on. Forecasts are based on TAB's own internal calculations and opinions and
may change. Investments are illiquid. Once invested, you are committed for the full term. Tax

treatment depends on individual circumstances and may change.

You are advised to obtain appropriate tax or investment advice where necessary. Understand

more about the key risks here.
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