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Protecting yourself when you go online is a necessity. With a world of information accessible at your
fingertips, it is easy to get caught up in the ease of accessibility and on-demand information available.
However, you don't want your personal details to be easily accessible for everyone else. Our ‘stay safe
online’ blog series will share tips that you can utilise going forward to protect yourself when

interacting with the online world.
Today's blog will cover:

Why is it important to stay safe when creating and storing passwords?

Passwords are the best way to keep your information safe. It is the access key to all your accounts,
whether it be social media, banking, e-commerce sites or simply your emails. And inside those

accounts are your important personal details. It is important to make sure your passwords are not
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easily guessable by others, and that they are stored securely.

What is a strong password?

Strong passwords are codes that nobody would guess. They are unique, long, and contain a mix of
uppercase and lowercase letters, numbers and characters. If you cannot think of your own, you can

find many random password generators online.

Where can | store my passwords?

Once you have made your password robust, complex and completely random, you could question

“how will | remember all of this...?” This is where password managers can come in. Not only do they
encrypt, secure and store your passwords and sensitive data, they also have a password generator
function too. You only need one master password to unlock the credentials of your online accounts

as well as two factor authentication (2FA).

What is 2FA?

2FA is a multi-factor authentication that strengthens security and access to sensitive information by
requiring two authentication factors to confirm it is indeed you. Often it could be a text to your
mobile, a unique code to input from your email address and on occasions, it could even be a phone

call.
Here are some of our favourite password tools:

e Dashlane: Password generator and manager
e 1Password: Password generator and manager for Mac and iOS

e LastPass: Password generator and manager

Hopefully, you will find our series on staying safe online useful, and if something from TAB does not

look right, make sure you get in touch with us to double check!
Stay tuned to read more about staying safe online in this blog series.

This online blog series is an introduction to online safety and designed to raise awareness of the
challenges of interacting online. This article is for information only and does not constitute advice or

a personal recommendation. When it comes to online activity it is important to be cautious and seek
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appropriate professional advice.
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Capital is at risk. Property values can go down as well as up. Borrowers may default and
investments may not perform as expected. Interest and income are not guaranteed. Returns
may vary. You should not invest more than you can afford to lose. TAB is not authorised by
the Financial Conduct Authority. Investments are not regulated and you will have no access to
the Financial Services Compensation Scheme (FSCS) or the Financial Ombudsman Service
(FOS). Past performance and forecasts are not reliable indicators of future results and should
not be relied on. Forecasts are based on TAB's own internal calculations and opinions and
may change. Investments are illiquid. Once invested, you are committed for the full term. Tax

treatment depends on individual circumstances and may change.

You are advised to obtain appropriate tax or investment advice where necessary. Understand

more about the key risks here.
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